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“Houston, tenemos un problema”
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“Houston, tenemos - dos
problemas”
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' 85%

Not adequately
prepared to handle
cybersecurity threats*

* Source: Cybersecurity Readiness Index — Cisco: March, 2023
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Customer priority use cases

Secure remote user

Seamless, secure access

Secure branch office user
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Cisco Secure Access
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Better for users,
or IT, \

and safer fag everyone



Cisco Secure Access .
Go beyond core Secure Service Edge (SSE) to better connect and protect your business

Core SSE
() .
Secure Web Cloud Access Security Zero Trust Network Firewall as a Service
@) Gateway (SWG) Broker (CASB) and DLP Access (ZTNA) (FWaas) and IPS

Cisco delivers the core and more in a single subscription...
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DNS Multimode Advanced Sandbox Talos Threat VPN asa Digital Remote
Security Malware Intelligence Service Experience Browser
o protection Monitoring* Isolation*

Add-on solutions
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SD-WAN Duu MFA/ CSPM
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* Included in the unified experience / separate license (optional)




We frustrate attackers
not users




Cualquiera puede complicar lo simple.
La creatividad esta en simplificar lo
complicado.

N - Charles Mingus




Security that only Cisco can deliver

Cisco Security Cloud

Firewall Protection
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Simplify with Cisco XDR
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Built on the Cisco security platform
Open and Clear Automation and response Streamlined
extensible prioritization guidance investigations |
SecOps a5 Incident
- Analyst responder
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Talos powers the Cisco portfolio with intelligence

TaLos

threat researchers ’ / powered algorithms

5508

security events observed daily




Accelerating ransomware (g8
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Al help for the SOC analyst

SOC Al Assistant

Summarizes incidents across domains

Optimizes remediation tactics

2023 Cisco snsjor s sfiltes. Al rghts reserved. Cico Confdentis]
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Al Assistant o a

this malicious file?

Who are the owners associated
with these endpoints?

You 8:30 AM

What endpoints were affected by this
malicious file?

() AAssistant 8:30 AM
‘The following endpoints are associated
with 4 user accounts that this
malicious file was emailed to, and all
‘contain multple events
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How do you want to address this
incident?

Quarantine the compromised
systems.

€ Incident List

@D wew- Malicious Email Sent to Multiple Users (-
Reported by Umbrella 2m ago - Linked Incidents

Adevice is involved in

Command and
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 whichis already flagged and blocked by Umbrela. Cisco Talos observed North Korean state-sponsored APT Lazarus Group
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$6B in annual innovation spend
Over 25,000 patents to date

Our recent developments

& Cisco Extended Detection and Response (XDR)

Advanced features in all editions of Duo
Cisco Secure Access (SSE)

Secure Firewall 4200 series and 7.40S
Cisco Multicloud Defense

Cloud Application Security

Generative Al Policy Assistant
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Cisco Full-Stack Observability Platform (FSO)
Generative Al Hybrid Work capabilities (Webex)

Cisco Silicon One (Al network infrastructure)

Carbon Emissions Insights in Webex Control Hub
Cisco Networking Cloud

Smart building and office openings (NYC, Chicago, ATL)

Routed Optical Networking
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“Simplicidad es traer
ordenala
complejidad”

Jonathan Ive

atfran]n
CISCO



powering security resilience to protect the integrity of business amidst
unpredictable change
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