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“Houston, tenemos un dos 
problemas”
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Mayores Brechas del mundo

Distopía Utopía



©  2 0 2 3   C is c o  a n d / o r  i t s  a f f i l ia t e s .  A l l  r ig h t s  r e s e r v e d .    C is c o  C o n f id e n t ia l

Hybrid work 
era creates 
unmanageable risk

85%
Not adequately 

prepared to handle 
cybersecurity threats*Highly distributed environments make secure 

connectivity hard

* Source: Cybersecurity Readiness Index – Cisco: March, 2023
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Título de la presentación

SSE

Converged set of cloud security

plan on adopting SSE in next 2 years

65%
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Hybrid Multicloud Future

SaaS
PaaS

IaaS
Cisco Security Cloud



Customer priority use cases

Seamless, secure access

Internet apps

SaaS 
apps

Private apps

Secure remote user

Secure branch office user
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Cisco Secure Access
Better for users, 
easier for IT, 
and safer for everyone



Cisco Secure Access
Go beyond core Secure Service Edge (SSE) to better connect and protect your business

* Included in the unified experience / separate license (optional) CSPMDuo MFA/
SSO

Firewall as a Service 
(FWaaS) and IPS

Secure Web 
Gateway (SWG)

Cloud Access Security 
Broker (CASB) and DLP

Zero Trust Network 
Access (ZTNA)

Cisco delivers the core and more in a single subscription…

Core SSE

DNS
Security

Remote 
Browser 

Isolation*

Multimode 
DLP

VPN as a 
Service

SandboxAdvanced 
Malware 

protection

Talos Threat 
Intelligence

Digital 
Experience 

Monitoring*

Add-on solutions

SD-WAN XDR



We frustrate attackers
not users
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Posture & Auth Management Endpoint Security

Email Security Experience Insights

Remote Browser Isolation Security Service Edge

Application Security

Vulnerability Management Attack Surface Management

Workload Security

Multicloud Defense

Extended Detection & Response Ransomware Recovery 

Security that only Cisco can deliver

Firewall Protection

Cisco Security Cloud

Cisco Breach Protection
Powered by the Talos threat intelligence team

Cisco Cloud ProtectionCisco User Protection
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Your Infrastructure

SIEM/SOAROthers

3rd party tools Intelligence

Cisco

ApplicationsCloud

Network Endpoint

Your SOC
CISOSecOps 

Analyst 
Incident 

responder

Clear 
prioritization 

Streamlined  
investigations

Automation and response 
guidance

Open and 
extensible 

Built on the Cisco security platform

Email

Identity

Simplify with Cisco XDR  
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550B
security events observed daily

500
threat researchers

AI
powered algorithms

Talos powers the Cisco portfolio with intelligence



Accelerating ransomware 
recovery
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AI help for the SOC analyst

SOC AI Assistant
• Summarizes incidents across domains

• Optimizes remediation tactics
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Our recent developments

Cisco Extended Detection and Response (XDR) Cisco Full-Stack Observability Platform (FSO)

Advanced features in all editions of Duo Generative AI Hybrid Work capabilities (Webex)

Cisco Secure Access (SSE) Cisco Silicon One (AI network infrastructure)

Secure Firewall 4200 series and 7.4OS Carbon Emissions Insights in Webex Control Hub

Cisco Multicloud Defense Cisco Networking Cloud

Cloud Application Security Smart building and office openings (NYC, Chicago, ATL) 

Generative AI Policy Assistant Routed Optical Networking

$6B in annual innovation spend 
Over 25,000 patents to date

Driving growth through innovation
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emerger
como organización



“Simplicidad es traer
orden a la 
complejidad”

Jonathan Ive



powering security resilience to protect the integrity of business amidst 
unpredictable change


