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1 Desinformacion

Fuente: World Economic Forum. Reporte de Riesgos Globales

2 Clima Extremo

3 Polarizacion Social

4 Cyber Inseguridad
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ndice Nacional de Ciberseguridad Uesto #66

Fuente: NCSI. | ‘ncsi.ega.ee
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Underprepared and Overconfident Companies
Tackle an Evolving Landscape

60% Formativo
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El fin del viejo paradigma




Implementacion urgente de confianza cero y SSE




Implementacion urgente de seguridad para la nube (CSPM y CNAPP)
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Costo Global de Ciberseguridad

Fuente: Aproximacion basada en Statista
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+3000 Fabricantes
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$200B
Gasto Global de Ciberseguridad




$100B $100B

10 Fabricantes +3000 Fabricantes

Fuente: Aproximacion basada en Canalys



$35B+

INnversion




El comienzo de algo completamente nuevo
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Breach Protection

User Protection

Cloud Protection

Firewall

Vi

Security Suites
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Cisco Secure Access
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i@ RenAlssance
39 Foundation

Cisco adhiere a Rome Call (=%
De la fundacion RenAlssance -

MISSION

REPORT .
V / 0CT 2022 - OCT 2023




Infraestructura para |A

Cisco Nexus HyperFabric
NVIDIA GPUs y DPUs

Computo para IA

800G lossless Ethernet
51.2Tbps Sillicon One

|A para Seguridad

Asistir
Aumentar
Automatizar
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Public Cloud - Agrega seguridad donde tiene que estar - Private Cloud

CLOUD NATIVE 1 .
Cisco Hypershield - —O—
.| :
Ittt atarars

AWS | Azure | Google S g/v




Primary Data Plane
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Shadow Data Plane

software updates auto-calificados

“Si funciona, no o togues”

Primary Data Plane
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Shadow Data Plane

Verificacion de Politicas, pruebas de proteccion de exploits




Recommendations

Permit web app frontend can access database

Permit web app frontend can access analytics

Web app

2 @ 9 O

database frontend angytics Kubemetes

? Senvice 05
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server 02

Permit web app analytics can access database

v/
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File changes Workload behavior Network flow

Comprension de comportamiento de Apps

Segmentacion auténoma para proteger la App

9 Unusual behavior | Viinersble database talking 1o fromt
@ -

A Medium Risk

) Bock and capture

Create Ticket

database

Politicas actualizadas automaticamente

Segmentacion y proteccion de
exploits autonoma

16,234 vulnerable assets

CVE-2024-21626

runc. 1111 vulnerability

Cisco Security Risk Score @ High CcVvss 3 @

3 Affected zones

Production - External  Critical ] [ Production - Internal ] [ Dev

Priorizacion de Vulnerabilidades

containerd host_ns:/

Containerd-shim runc-v2
dockerd

The Distributed Exploit Shield biocks rew contairer processes with g currert directory of “/* in
the host name space.

©  Blockard dert

Mitigacion no disruptiva al proceso

40 60

=
495w N\

0 Q e 100

Confidence Score

40 60

20 80

100%

Effectiveness Score

100

The Distributed Exploit Shioka was already testeda in
your erdronment

Prueba en produccion
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Coexistencia en una sociedad segura y responsaple’
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